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ABSTRACT 
E-commerce has expanded tremendously globally. It 

brings numerous benefits to customers, organizations, 

and governments but raises many issues, especially 

counterfeit threats. Counterfeiting has a wide range of 

effects on shoppers, companies, and supply chain 

stakeholders, such as economic losses and human health 

risks. Blockchain (BC) technology has the potential for 

anti-counterfeiting solutions. However, it is still in its 

early phases, with slow and restricted acceptance, 

particularly in anti-counterfeiting. This study conducts 

a systematic literature review on the use of BC against 

counterfeiting. This analysis compiled relevant research 

from reputable databases, including ScienceDirect, 

Springer, Taylor & Francis, Emerald, Wiley, and MDPI. 

The findings highlighted the primary barriers that 

businesses encounter when implementing BC-based 

anti-counterfeiting solutions. They encompass 

technological, organizational, and environmental 

barriers. As a result, this study provides practical 

recommendations to foster BC adoption to combat 

counterfeit goods in e-commerce and supply chains, 

including government regulations and assistance, 

investigations into BC-based anti-counterfeiting 

systems, improving customer awareness, and 

encouraging trust among stakeholders. 

 
Keywords: blockchain technology, counterfeiting, e-commerce, 

supply chain management. 

1. INTRODUCTION 
E-commerce is now recognized as a vital sector in 

national economics. Its revenue is predicted to rise at a 

9.49% CAGR and reach $6,478.00 billion by 2029 (Statista, 
2024). Thanks to E-commerce, customers can shop at any 
time and from anywhere. Businesses can easily reach out to 

global customers, personalize marketing campaigns, assess 
customer preferences, and tailor their offerings to meet these 
needs. However, as e-commerce grows, counterfeit items 
become increasingly widespread (Aniello et al., 2021; 

Naoum-Sawaya et al., 2023; Wang et al., 2023). The causes 
of this issue are invisible participants, indirect engagement, 
global merchants, and digital images of things. 

Consequently, the company's reputation, customers' money, 
and social trust will suffer (H. Lee & Yeon, 2021; Mani et 
al., 2022). This issue worsens in developing nations when 

information technology infrastructure is insufficient.  
According to the International Trademark Association 

(2020), "counterfeits are imitations of real products 

manufactured without approval from the brand's owner's 

approval." Products ranging from luxury goods to necessities 

can be found as counterfeit items (Gayialis et al., 2019). The 

U.S. Customs and Border Protection (2023) reported that 

numerous counterfeit goods, including consumer electronics, 

clothing, sports goods, computers, cars, and medications, 

have been seized. Specifically, Drugs are the most common 

counterfeit goods found (as shown in Figure 1). 

Counterfeit products hurt various stakeholders, 
including customers, businesses, and governments. They 

result in financial losses for buyers and legitimate producers, 
as well as tax losses for governments. Furthermore, some 
counterfeit products, such as drugs, food, and beverages, can 

threaten users. Furthermore, they may harm the environment 
because counterfeit products cannot be used or reused due to 
their low quality. Furthermore, counterfeit items have 

numerous adverse consequences for stakeholders, including 
reputational damage and harm to individuals' health 
(Gayialis et al., 2022; Mhatre et al., 2023). Counterfeit 
trading also hurts the economy, public health, safety, and 

security (Gayialis et al., 2022; Yiu, 2021a). As a result, 
minimizing counterfeiting is a key priority for preserving our 
world.  

The use of technological applications is critical in 
addressing counterfeiting challenges. The European Union 
Intellectual Property Office (2021) has identified five key 

technologies used to detect counterfeit items: electronic, 
marking, chemical, physical, mechanical, and digital media. 
Especially, BC offers enormous potential as an anti-
counterfeiting technology (Klöckner et al., 2023; Li et al., 

2021; Naoum-Sawaya et al., 2023). 
The majority of prior publications have focused on 

proposed new BC-based anti-counterfeiting technologies 

(Chauhan et al., 2021; Chen, Fang, et al., 2022; Chen, Guo, 
et al., 2022; Crossland et al., 2023; Pun et al., 2021). 
Furthermore, several publications have explored the benefits 

of incorporating BC into e-commerce platforms (Jiang & 
Chen, 2021; P. Liu, 2022). However, a lack of study provides 
an in-depth understanding of the barriers to adopting BC to 
combat counterfeiting. This research will fill such gaps. This 

study aims to identify the significant barriers that businesses 
encounter when implementing BC-based anti-counterfeiting 
solutions. These barriers will be constructed using a 

Technological, Organizational, and Environmental (TOE) 
approach. As a result, this study proposes practical 
recommendations for overcoming challenges and promoting 
the adoption of BC.  

This study will address the following research 

questions:  

• RQ1. What is the state of the art in applying BC to 

prevent counterfeits? 

• RQ2. What are the key barriers to using BC in the 

supply chain to combat counterfeiting? 

• RQ3. What practical solutions should be proposed to 

encourage BC usage in the supply chain? 
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Figure 1 Top health and safety products seized in 2022. 

 

 
Figure 2 Generations of blockchain technology adapted from (Bodkhe et al., 2020). 

 

The structure of this research proposal is organized as 

follows. Section 2 presents the methodology. Section 3 

discusses the findings and conceptual framework. The final 

section presents the conclusion and future directions. 

2. RELATED WORKS 
2.1 Blockchain Technology 

BC is a distributed ledger that comprises chain blocks, 

which are composed of numerous transactions (Gayialis et 
al., 2019). Figure 2 illustrates the BC revolution, which 
spans four generations from BC 1.0 to BC 4.0. 

Initially, BC was utilized to construct the 
cryptocurrency Bitcoin. It is now often utilized in a wide 
range of fields. BC is implemented into Industry 4.0 

applications. 

Most previous researchers divided BC into public, 

private, and consortium types. According to the participants, 

BC can be classified into three groups: public chain, private 

chain, and consortium chain (Chen, Fang, et al., 2022; Jiang 

& Chen, 2021; Preetha & Kumar, 2023; Tan et al., 2023). 

Similarly, regarding the degree of centralization, BC can be 

characterized as public, private, or consortium (Chen, Fang, 

et al., 2022). Moreover, some authors have proposed a fourth 

type of BC, known as hybrid BC, which combines public and 

private features (H. Lee & Yeon, 2021; Zoughalian et al., 

2022). 

The public chain is an open BC network; anyone can 

participate (Chen, Fang, et al., 2022), and does not require 
permission (H. Lee & Yeon, 2021), such as Bitcoin, Litecoin, 
and Ethereum. The private chain is a BC held by an 

organization (Chen, Fang, et al., 2022) and a closed, 
restrictive, and permissioned system (H. Lee & Yeon, 2021), 
such as Ripple. The consortium chain is a BC network that 

prioritizes privacy, security, and decentralization, allowing 
organizations and individuals to participate (Chen, Fang, et 

al., 2022). The consortium chain is similar to a private BC 
but is managed by a group of organizations rather than a 

single entity (Zoughalian et al., 2022). Some typical 
examples are Hyperledger Fabric, Hyperledger Sawtooth, 
Corda, and Quorum (H. Lee & Yeon, 2021). As a result, 
selecting a suitable BC type is determined based on the 

various information confidentiality and transparency 
standards under various application circumstances. 

BC has numerous unique characteristics that make it 

increasingly widely studied and used in diverse fields such 
as supply chain management, healthcare, banking, and 
finance. BC has four key attributes: a decentralized structure, 

a cryptography system, a consensus mechanism, and smart 
contracts (Batwa & Norrman, 2021). In addition, BC 
provides the immutability characteristic, which ensures that 
data recorded cannot be altered or tampered with, resulting 

in a reliable and immutable record of transactions. This 
feature enables BC to combat counterfeits and establish a 
traceability system (Ding & Bai, 2022). Additionally, BC 

provides robust security features, including encryption, to 
safeguard data against unauthorized access and modification 
(Ma et al., 2020). Furthermore, BC guarantees anonymity, 

allowing users to keep secrecy while ensuring the system's 
integrity (Duan et al., 2023; He et al., 2023; Ma et al., 2020; 
Xie et al., 2020). 

BC is adaptable to a variety of processes. Dutta et al. 

(2020) stated that BC can improve data management, 

transparency, response speed, contract management, and 

intellectual property management. BC can be used to track 

and trace drugs, provide proof of validity for anti-

counterfeiting measures, and help prevent the transportation 

and sale of counterfeit products (Attaran, 2022). As a result, 

BC offers numerous advantages, including enhanced 

traceability and visibility, improved transparency, cost 

reduction, fraud prevention, quality management, and 

sustainability (Duan et al., 2023). 
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2.2 Counterfeits 
Counterfeiting can be categorized into various types, 

including adulteration, tampering, overrunning, theft, 

diversion, simulation, and counterfeiting (as shown in Table 

1). Furthermore, counterfeiting can be separated into 

deceptive and non-deceptive counterfeits (Pun et al., 2021; 

Spink et al., 2013). The distinction between these 

counterfeits is that customers are aware of whether they are 

counterfeits or not. 

 
Table 1 Counterfeiting types. 

Term Definition 

Adulterate A component of the legitimate finished product is 

fraudulent 

Tamper Legitimate products and packages are used 

fraudulently. 

Over-run Legitimate products are made through production 

agreements. 

Theft A legitimate product is stolen and passed off as if 

it were legitimately procured. 

Diversion Legitimate products are made through production 

agreements. 

Simulation An illegitimate product is designed to resemble, 

but not exactly replicate, the legitimate product. 

Counterfeit All aspects of the fraudulent product and package 

are fully replicated. 

 

2.3 Blockchain Technology and Counterfeiting 

Issues 
Previous researchers have proposed new anti-

counterfeiting systems based on BC. For example, Bapatla et 
al. (2023) developed the PharmaChain architecture, which 

leverages BC technology combined with the IoT to address 
counterfeiting issues in the traditional pharmaceutical supply 
chain. Also, researchers Sharma & Rohilla (2023) proposed 

a novel BC-based multilevel security and authentication 
application to address the problem of counterfeiting in the 
pharmaceutical supply chain.  

Existing literature reviews typically cover overall BC 
applications or their application to specific products, such as 
medicines. They did not address counterfeiting issues 
(Kordestani et al., 2023; Sarkar, 2023; Tripathi et al., 2023). 

For instance, Kordestani et al.(2023) recently examined how 
smart contracts and BC platforms are used in the 
pharmaceutical supply chain. They ignored the connection 

between BC and counterfeiting. Besides, the authors (Sarkar, 
2023) reviewed the BC platform for drug traceability. 
Tripathi et al. (2023) recently examined articles published 

between 2015 and 2023 to provide an overview of various 
aspects of BC technology. They were primarily concerned 
with the historical context, underlying principles, and BC's 
unexpected rise in popularity. However, they did not mention 

the issue of counterfeiting.  
Moreover, some reviewers have addressed 

counterfeiting issues but have not focused on BC. For 

instance, Islam & Islam (2022)  investigated how digital 

interventions prevent counterfeit medicine. Similarly, 

Gayialis et al.(2022) reviewed traceability approaches for 

combating supply chain counterfeiting. It is interesting to 

note that prior reviewers indicated that the BC would be an 

effective tool for preventing counterfeiting. As a result, we 

aim to address these gaps in the literature by providing an in-

depth analysis of the use of BC in combating counterfeiting. 

3. METHODOLOGY 
This work conducted a systematic literature review to 

identify key barriers to the use of BC in preventing 

counterfeiting. A systematic literature review is a practical 

approach to analyzing previous studies. It supports the 

development of evidence-based research and the 

identification of vital scientific contributions to a subject 

(Tranfield et al., 2003). According to Thomé et al. (2016), a 

systematic literature review employs clear and strict rules to 

determine, evaluate, and synthesize the literature in response 

to specific research questions and hypotheses or to construct 

novel concepts while minimizing systematic errors. Figure 3 

displays the main steps. 

 

 
Figure 3 Research stages adapted from (Nguyen, 2023). 

 

All steps will be discussed in detail as follows: 

Step 1: Database selection 

Following previous research, system reviews consist of 

many main phases, including identifying research questions, 

selecting databases, searching for terms, and analyzing the 

findings.   

Based on the research questions, this study collected 

articles from various databases to provide a comprehensive 

overview of all BC studies related to counterfeiting. This 

study gathered all publications from well-known databases, 

including ScienceDirect, Springer, Taylor & Francis, 

Emerald, Wiley, and MDPI. There are several reasons why 

we chose them. First, we were unable to collect all the papers 

due to the large number of publishers. Reading and analyzing 

all of them will take a significant amount of time and effort. 

There is a need for research that provides a comprehensive 

understanding of the applications of BC in combating 

counterfeiting, one of the world's most severe problems and 

urgent tasks. Second, we followed the previous reviewers in 

choosing some specific, famous publishers. Many 

researchers have chosen databases to review, for example, 

Scopus (Gayialis et al., 2022; Naz et al., 2022); Science 

Direct, Scopus, Emerald Insight and IEEE Xplore®(Lima-

Junior & Carpinetti, 2017), ScienceDirect, Emerald, Taylor 

& Francis, Wiley, and Springer (Nguyen, 2023). Third, to 

determine the most appropriate publishers, we conducted a 

trial search of articles in Google Scholar and discovered that 

these databases comprise the most relevant papers. 

Furthermore, Springer, Elsevier, Taylor & Francis, and 

Wiley were ranked first among 100 scientific publishers 

based on the number of journals (Nishikawa-Pacher, 2022). 

Additionally, we compiled articles published by other 

organizations, including SAGE, IEEE, and OSCM, to 

support the discussion and recommendations. They would 

contribute to the significance and robustness of our proposal 

framework.  
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Figure 4 Word cloud for the keywords of the selected articles. 

 
Figure 5 Word cloud for the title of the articles. 

 

Step 2: Selecting Papers 

The first step is to determine the search criteria, 

including keywords, article types, and duration. The 

keywords used in this research are straightforward, such as 

"Blockchain technology" and "Counterfeiting." All 

databases offered an Advanced search engine with various 

search parameters, such as "Find articles with these terms: 

"Authors," "Year," and "Title," etc. We created various 

combinations to identify the most suitable papers on BC and 

counterfeit.  

Following previous research by Beltrami et al. (2021), 

we excluded conference papers, conference reviews, 

editorials, and book chapters from our analysis. Only peer-

reviewed articles and reviews will be considered. Only 

papers written in English were selected. This study compiled 

articles from January 2020 to November 2023. We 

conducted a trial search and found various publications 

published since 2020. According to Shiksha Online (2022), 

BC has been widely used in supply chain processes, such as 

production, since 2020.  

 
Table 2 Number of papers selected. 

Database Number of papers 

ScienceDirect 11 

Springer 6 

Taylor& Francis 4 

Emerald 3 

Wiley 4 

MDPI 11 

Total 39 

 

Initially, we identified 398 papers published by 

ScienceDirect, Springer, Taylor & Francis, Emerald, Wiley, 

and MDPI. Some publishers, such as Emerald and Springer, 

initially discovered many papers. However, the majority of 

publications didn't match our research topic. As a result, they 

will be excluded. After removing irrelevant articles, we were 

left with 39 papers for further examination (as stated in Table 

2). 

Figure 4 and Figure 5 display Wordcloud for the 

keywords and titles, respectively. It can be seen that "BC" 

and "Counterfeit" are the most commonly used terms. In 

addition, the term "Supply chain" was widely used. As a 

result, using BC to prevent supply chain counterfeiting has a 

significant impact on supply chain efficiency. Furthermore, 

the terms "pharmaceutical" and "drug" are often used 

interchangeably. 

Step 3: Contents Analysis 

In this step, descriptive statistics will be conducted for 

all selected papers, including the document type, number of 

publications per country, and number of publications per 

year (Mohsen, 2023). In addition, the contribution and 

methodology used will be discussed. 

Step 4: Define the main barriers 

At this stage, this study will define the main barriers in 

terms of Technological, Organizational, and Environmental 

factors. 

Step 5. Recommendations 

This step will provide ways to encourage the use of BC 

to minimize supply chain counterfeiting. As a result, this 

work will substantially contribute to the widespread 

implementation of this unique technology in practice and 

research.  

The research findings will be illustrated and discussed 

in the next section. 

4. RESULTS AND DISCUSSION 
4.1 Descriptive Statistics of Publications 

This section provides a detailed summary of selected 

papers for content analysis. All publications will be 

evaluated based on article type, the number of publications 

per country, the number of publications per year, and the 

number of publications per sector. 

Article type 

Publication types are classified into research and review. 

Most publications are research papers, accounting for 97% 

of the total. It indicated a lack of review papers on BC 

technology for counterfeiting. Only one review paper was 

found by Kordestani et al. (2023). However, they focused on 

utilizing smart contracts and BC to combat counterfeiting in 

the pharmaceutical supply chain. As a result, our research is 

critical in filling gaps in literature. 

Country of authors 

Figure 6 illustrates that the majority of published papers 

originate from China and India. These countries have the 

world's largest populations and economies. However, 
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counterfeit goods are one of the most serious issues they have 

encountered and must be addressed to prevent market loss, 

tax loss, and customer protection issues. In China, for 

instance, a quarter of the goods traded in online stores were 

low-quality counterfeit products (Lu et al., 2022).  

Furthermore, authors from various countries have 

expressed interest in using BC to prevent counterfeiting, 

particularly in developed countries such as the United 

Kingdom and the United States. Counterfeiting is a global 

issue that can occur anywhere, including in countries with 

advanced technologies and solid governance systems. In the 

United States, the total value of seized products in 2022 

exceeded $ 165 million, with drugs accounting for 67% of 

the counterfeit products (U.S. Customs and Border 

Protection, 2023). As a result, addressing and preventing 

counterfeiting issues is essential and meaningful. 

 

 
Figure 6 First author’s countries 

 

Number of documents distributed per year. 

Figure 7 depicts the number of publications per year. 

Due to its advantages, BC has been widely used to combat 
counterfeiting in recent years. The total number of articles 
has increased significantly from 2020 to the present, 

reaching its highest in 2023. In 2023, the number of articles 
accounted for more than 41% of total publications during the 
research period. Number of documents distributed per 

year 

Figure 7 depicts the number of publications per year. 
Due to its advantages, BC has been widely used to combat 
counterfeiting in recent years. The total number of articles 

has increased significantly from 2020 to the present, 
reaching its highest in 2023. In 2023, the number of articles 
accounted for more than 41% of total publications during the 

research period. 
 

 
Figure 6 Year of publications. 

 

Number of documents distributed per sector 

Table 3 presents the distribution of papers by sector. 

The majority of previous research has concentrated on the 

Pharmaceutical supply chain (Kordestani et al., 2023; Mani 

et al., 2022; Munasinghe & Halgamuge, 2023; Rai, 2022; 

Rastogi et al., 2022). Counterfeiting drugs has been a global 

concern for years (Zoughalian et al., 2022). For instance, 

authors Mani et al. (2022) proposed a cloud-based BC 

technology system. Additionally, the authors Rai (2022) 

proposed a BC-based traceability system for counterfeited 

drugs.  

Besides, expensive brands are among the most common 

targets for counterfeiters due to their substantial economic 

advantages. Additionally, many customers were unable to 

make purchases due to financial constraints. Therefore, 

several researchers have focused on using BC to prevent 

counterfeit luxury items, such as wine and watches (Chen, 

Guo, et al., 2022; de Boissieu et al., 2021; Yiu, 2021a). 

Nonetheless, BC applications in the agricultural supply 

chain have been limited. Only two papers investigated the 

use of BC technology in fresh products and food companies 

(P. Liu, 2022; Tan et al., 2023). Counterfeit products pose a 

risk to customers' health through the contamination of food 

and drugs. While many publications highlight medicines, 

they ignore food items and related products. Thus, using BC 

technology to prevent counterfeits in the agriculture supply 

chain is becoming increasingly crucial for future research. 

Furthermore, BC papers have been published in 

different journals, as shown in Table 4. Based on our 

findings, 39 papers were published in 31 journals, with an 

average of 1.25 papers per journal. As a result, while BC has 

gained popularity in recent years, it is still in its early stages 

of development in terms of anti-counterfeiting applications. 

Some journals have more than two articles: Sustainability, 

Transportation Research Part E: Logistics and 

Transportation Review, Journal of Business Research, 

Computers and Industrial Engineering, Future Internet, and 

International Journal of Production Research. 

4.2 Descriptive Statistics of Publications 
4.2.1 Contributions of Previous Research 

Figure 8 illustrates the contributions of previous 

research, which can be categorized into three main areas. The 

majority of papers aimed to propose new BC-based systems 

for preventing counterfeiting (Aniello et al., 2021; Bapatla et 

al., 2023; Chauhan et al., 2021; Chen, Fang, et al., 2022; 

Chen, Guo, et al., 2022; Crossland et al., 2023; Danese et al., 

2021; Jha, 2023; H. Lee & Yeon, 2021; Mani et al., 2022; 

Mhatre et al., 2023; Munasinghe & Halgamuge, 2023; 

Pandey & Litoriya, 2021; Preetha & Kumar, 2023; Rai, 

2022; Sharma & Rohilla, 2023; Singh et al., 2020; Tan et al., 

2023; Uddin, 2021; Yiu, 2021b). 

Additionally, several articles have examined how BC 

can be adopted on online platforms to prevent counterfeiting 

(Hou et al., 2023; Jiang & Chen, 2021; H. Lee & Yeon, 2021; 

P. Liu, 2022; Yu et al., 2023). E-commerce development has 

many advantages and disadvantages. Customers are easily 

deceived into purchasing counterfeit products.  

As a result, using BC for online platforms is an 

increasingly prevalent method to protect sellers and buyers. 

For example, Yu et al. (2023) examined the impact of 

consumers' anticipated regrets on pricing strategies, the 

decision sequence, and the profits of both the e-commerce 

platform and retailers. 
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Table 3 Publications distributed per sector. 

Sectors Number of Publications 

Industries 34 

Pharmaceutical Supply Chain 11 

Luxury Products 3 

Wine 3 

Vaccines 2 

Masks 1 

Trading Cards 1 

Education 1 

Fresh Products 1 

Food Company 1 

Others 15 

Deceptive Counterfeits 4 

Not Mention Specific Sector 11 

Total 39 

 

Table 4 Selected articles. 

No  Authors Year Country Sector Name of Journal Databases 

1 (Danese et al., 

2021) 

2021 Italy Wine International Journal of 

Operations & Production 

Management 

Emerald 

2 (Jha, 2023) 2023 India Education Library Hi Tech News Emerald 
3 (de Boissieu et 

al., 2021) 

2021 France Luxury Goods Journal of Enterprise 

Information Management 

Emerald 

4 (Bapatla et al., 

2023) 

2023 USA Pharmaceutical The Institution of Engineering 

and Technology. 

Wiley 

5 (Pun et al., 2021) 2021 USA Deceptive 

Counterfeits 

Production and Operations 

Management 

Wiley 

6 (Sun et al., 2022) 2022 China   Advanced Materials 

Technologies 

Wiley 

7 (Yu et al., 2023) 2023 China   International Transactions in 

Operational Research 

Wiley 

8 (Chen, Guo, et 

al., 2022) 

2022 China Luxury Products Sustainability MDPI 

9 (Chen, Fang, et 

al., 2022) 

2022 China Trading Cards Symmetry MDPI 

10 (P. Liu, 2022) 2022 China Fresh Products Agriculture MDPI 

11 (H. Lee & Yeon, 
2021) 

2021 Korean   Sustainability MDPI 

12 (Jiang & Chen, 

2021) 

2021 China   Sustainability MDPI 

13 (Chauhan et al., 

2021) 

2021 India Vaccines Vaccines MDPI 

14 (Zoughalian et 

al., 2022) 

2022 The UK. Pharmaceutical International Journal of 

Environmental Research and 
Public Health 

MDPI 

15 (Singh et al., 

2020) 

2020 Denmark Pharmaceutical Sensors MDPI 

16 (Yiu, 2021b) 2021 The UK. Bottle Wine Future Internet MDPI 

17 (Yiu, 2021a) 2021 The UK. Wine Future Internet MDPI 

18 (Tan et al., 2023) 2023 Malaysia Food Company Sustainability MDPI 

19 (A. Liu et al., 

2020) 

2020 China   Journal of Management Science 

and Engineering 

ScienceDirect 

20 (Uddin, 2021) 2021 Brunei 

Darussalam 

Pharmaceutical International Journal of 

Pharmaceutics 

ScienceDirect 

21 (Li et al., 2021) 2021 China    Transportation Research Part E: 

Logistics And Transportation 

Review 

ScienceDirect 

22 (Lu et al., 2022) 2022 China   Computers and Industrial 

Engineering 

ScienceDirect 

23 (Naoum-Sawaya 
et al., 2023) 

2023 Canada Deceptive 
Counterfeits 

European Journal of 
Operational Research 

ScienceDirect 

 

https://www.emerald.com/insight/publication/issn/0741-9058
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Table 4 Selected articles (Cont’d) 

No  Authors Year Country Sector Name of Journal Databases 

24 (Kordestani et 
al., 2023) 

2023 Sweden   Journal of Business Research ScienceDirect 

25 (Wang et al., 
2023) 

2023 China Deceptive 
Counterfeits 

Computers and Industrial 
Engineering 

ScienceDirect 

26 (He et al., 2023) 2023 China Deceptive 
Counterfeits 

Transportation Research Part 
E: Logistics And 
Transportation Review 

ScienceDirect 

27 (Munasinghe & 
Halgamuge, 
2023) 

2023 Australia Vaccines Expert Systems With 
Applications 

ScienceDirect 

28 (Crossland et 
al., 2023) 

2023 United 
States 

Pharmaceutica BC: Research And 
Applications 

ScienceDirect 

29 (Klöckner et al., 
2023) 

2023 Switzerland Luxury Watch 
Industry 

Journal of Business Research  ScienceDirect 

30 (Aniello et al., 
2021) 

2021 UK.   International Journal of 
Information Security 

Springer 

31 (Rai, 2022) 2022 India Pharmaceutical Health Services and Outcomes 
Research Methodology 

Springer 

32 (Sharma & 
Rohilla, 2023) 

2023 India Medicine Supply 
Chain 

The Journal of 
Supercomputing 

Springer 

33 (Pandey & 
Litoriya, 2021) 

2021 India Pharmaceutical Wireless Personal 
Communications 

Springer 

34 (Preetha & 
Kumar, 2023) 

2023 India Pharmaceutical Applied Nanoscience Springer 

35 (Mani et al., 
2022) 

2022 India Pharmaceutical 
Supply Chain 

Journal of Cloud Computing: 
Advances, Systems and 
Applications 

Springer 

36 (Trautmann et 
al., 2022) 

2022 Germany Pharmaceutical 
Supply Chains 

International Journal of 
Logistics Research and 
Applications 

Taylor & Francis 

37 (Mhatre et al., 
2023) 

2023 India   Journal of Applied Security 
Research 

Taylor & Francis 

38 (Shen et al., 
2023) 

2023 China Masks International Journal of 
Production Research 

Taylor & Francis 

39 (Hou et al., 
2023) 

2023 China   International Journal of 
Production Research 

Taylor & Francis 

 

Moreover, some papers investigated the factors 
influencing BC implementation, such as government support 
(Pun et al., 2021) and quality inspection (Shen et al., 2023). 
In addition, several articles focused on various topics, 

including the impact of BC on the healthcare system (Sarkar, 
2023) and the identification of industry-specific motivations 
and barriers to the adoption of BC in the Swiss luxury watch 

industry (Klöckner et al., 2023). 

4.2.2 Methods Used 

Previous researchers have used various methodologies, 
including case studies, computational experiments, game 

theory, and review (as shown in Table 5). The most widely 
used methods are computational experiments and game 
theory. 

Most scholars used computational experiments to 
validate BC-powered frameworks (Aniello et al., 2021; 
Bapatla et al., 2023; Chauhan et al., 2021; Chen, Fang, et al., 
2022; Chen, Guo, et al., 2022; Crossland et al., 2023; Danese 

et al., 2021; Hou et al., 2023; Mani et al., 2022; Mhatre et 
al., 2023; Munasinghe & Halgamuge, 2023; Preetha & 
Kumar, 2023; Pun et al., 2021; Rai, 2022; Sharma & Rohilla, 

2023; Shen et al., 2023; Singh et al., 2020; Sun et al., 2022; 
Uddin, 2021; Yu et al., 2023). 

 Furthermore, researchers employed game theory to 

determine whether to adopt the BC. Some examples of game 

theory are Stackelberg equilibrium theory (Jiang & Chen, 

2021; P. Liu, 2022); Stackelberg-game and Stackelberg–

Nash-game models (Li et al., 2021); leader-follower 

Stackelberg competition (Naoum-Sawaya et al., 2023); 

Stackelberg game model (He et al., 2023; Wang et al., 2023); 

Equilibrium analysis (Lu et al., 2022); Markov model 

(Zoughalian et al., 2022). For example, He et al. (2023) used 

the Stackelberg game model to analyze the manufacturer's 

strategies for counterfeiting under the scenarios with and 

without the BTS platform, respectively. 

 

 
Figure 8 Contributions of previous research. 

 

4.3 Blockchain Technology Used for Anti-

Counterfeiting 
4.3.1 Blockchain Technology Features 

BC has numerous advantages in preventing 

counterfeiting. As shown in Table 6, the eight vital features 

of BC are Traceability, Decentralization, Transparency, 

Immutability, Privacy, Security, Anonymity, and 

Encryption.  

https://www.tandfonline.com/journals/wasr20
https://www.tandfonline.com/journals/wasr20
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Numerous researchers have repeatedly emphasized 

specific features, such as traceability, decentralization, 
transparency, and immutability. BC may boost supply chain 
management by ensuring product traceability and origin (de 
Boissieu et al., 2021). Full traceability is a crucial capability 

of BC  (Pun et al., 2021). The characteristics of BC are 
transparency, decentralization, traceability, and anonymity  
(Jiang & Chen, 2021). BC is a decentralized ledger 

containing transactions as data blocks, with each block 
linked to its predecessors by a cryptographic pointer 
(Kouhizadeh et al., 2021). Everyone involved has real-time 

access to detailed transaction information; BC enables 
people to share all information based on decentralization, 
security, and intelligent execution (Park & Li, 2021). BC aids 
in improving information security and transparency by 

sharing encrypted data among network members (J. Y. Lee, 
2019). In BC, stored blocks are immutable, reliable, secure, 
and trusted, requiring verification and validation from most 

network nodes (Uddin, 2021).  
Furthermore, BC provides privacy, security, 

anonymity, and encryption features. BC combines a 

distributed ledger, a decentralized structure, a consensus 

algorithm, asymmetric encryption, and smart contracts 

(Chen, Fang, et al., 2022). Thus, due to the unique 

combination of these primary features, BC is the most 

effective method for preventing counterfeiting. 

 
Table 5 Methods used. 

Methods References 

Case study (H. Lee & Yeon, 2021); (Yiu, 2021b); (Tan 
et al., 2023); (A. Liu et al., 

2020);(Klöckner et al., 2023); (Trautmann 

et al., 2022); (de Boissieu et al., 2021); 

(Jha, 2023); (Yiu, 2021a) 
Computational 

experiments 

(Pun et al., 2021);(Chen, Guo, et al., 2022); 

(Chen, Fang, et al., 2022); (Chauhan et al., 

2021); (Crossland et al., 2023); (Aniello et 

al., 2021); (Rai, 2022);,(Preetha & Kumar, 
2023); (Mani et al., 2022); (Danese et al., 

2021) ; (Bapatla et al., 2023) ; (Sun et al., 

2022) ; (Yu et al., 2023) ; (Singh et al., 

2020); (Uddin, 2021); (Munasinghe & 
Halgamuge, 2023); (Sharma & Rohilla, 

2023); (Mhatre et al., 2023) ; (Shen et al., 

2023) ; (Hou et al., 2023) 

Game theory Stackelberg equilibrium theory (P. Liu, 
2022); (Jiang & Chen, 2021); Stackelberg-

game and Stackelberg–Nash-game models 

(Li et al., 2021); leader-follower 

Stackelberg competition (Naoum-Sawaya 
et al., 2023); Stackelberg game model 

(Wang et al., 2023); (He et al., 2023); 

Equilibrium analysis (Lu et al., 2022); 
Markov model (Zoughalian et al., 2022) 

Review (Kordestani et al., 2023)  

 

4.3.2 Blockchain Technology Types 

Table 7 summarizes the primary types of BC used for 

combating counterfeiting in the literature. Consortium BC 

was widely used because the nodes' authority can be 

configured flexibly, and data handling is faster (Jiang & 

Chen, 2021). In addition, most scholars selected to use 

Hyperledger Fabric, whose member nodes must be approved 

to participate and get accessibility (Chen, Guo, et al., 2022). 

It additionally offers a reliable and confidential service for 

tracking every phase of the good through its supply chain 

(Mani et al., 2022). Moreover, the Hyperledger Fabric BC 

platform offers several advantages, including anonymity and 

security, Processing efficiency, and Chaincode functionality 

(Uddin, 2021). 
 
Table 6 Blockchain Technology’s Advantages for preventing 

counterfeiting. 

Types Applications References 

Consortium  Hyperledger Fabric (Chen, Guo, et al., 

2022), (Chen, Fang, et 
al., 2022); (Uddin, 

2021); (Munasinghe & 

Halgamuge, 2023); 

(Aniello et al., 2021), 
(Pandey & Litoriya, 

2021), (Mani et al., 

2022) ; (Sharma & 

Rohilla, 2023) 
Hyperledger 

Sawtooth 

(H. Lee & Yeon, 2021) 

Public  Ethereum 

blockchain 

(Chauhan et al., 2021); 

(Rai, 2022) 

Bitcoin (Singh et al., 2020) 
Hybrid Public-permissioned 

blockchains  

(Crossland et al., 2023) 

 
Table 7 Blockchain types used for preventing counterfeiting. 

Types Applications References 

Consortium  Hyperledger Fabric (Chen, Guo, et al., 

2022), (Chen, Fang, et 

al., 2022); (Uddin, 

2021); (Munasinghe & 
Halgamuge, 2023); 

(Aniello et al., 2021), 

(Pandey & Litoriya, 

2021), (Mani et al., 
2022) ; (Sharma & 

Rohilla, 2023) 

Hyperledger 

Sawtooth 

(H. Lee & Yeon, 2021) 

Public  Ethereum 

blockchain 

(Chauhan et al., 2021); 

(Rai, 2022) 

Bitcoin (Singh et al., 2020) 

Hybrid Public-permissioned 
blockchains  

(Crossland et al., 2023) 

 

4.3.3 Key Performance Indicators for BC Platforms 

Several indicators have been employed to assess the 

performance of blockchain-based frameworks, as illustrated 

in Table 8. The most commonly used metrics are throughput, 

cost, computational cost, and communication costs (Chen, 

Fang, et al., 2022; Chen, Guo, et al., 2022; Pandey & 

Litoriya, 2021; Tan et al., 2023). Throughput is the speed at 

which transactions are recorded in the ledger, expressed in 

transactions per second (TPS) (Chen, Guo, et al., 2022). 

Additionally, other metrics have been employed, including 

Security and Scalability (Bapatla et al., 2023), Time 

Consumption (Zoughalian et al., 2022), Encryption Time, 

and Energy Consumption (Singh et al., 2020). 

Previous researchers have mainly used a combination of 

indicators to evaluate the overall performance of proposal 

BTC platforms. For example, Bapatla et al. (2023) utilized 

Cost, Security, and Scalability to evaluate the proposed 

system's adaptability in the PharmaChain case, specifically 



Nguyen: Barriers to Adopting Blockchain Technology for Combating Supply Chain Counterfeits 

568         Operations and Supply Chain Management 18(4) 562-574 © 2025 
 

 

in detecting and preventing counterfeit medication. Several 

researchers relied on single metrics, such as Time 

Consumption (Zoughalian et al., 2022), Communication 

Cost (Crossland et al., 2023), and Throughput (Pandey & 

Litoriya, 2021). 

 

Table 8 Performance indicators. 

Performance indicators References 

Cost, Security, Scalability (Bapatla et al., 2023) 

Throughput, Transaction Latency, Resource Utilization, Computation Cost, Communication Costs (Chen, Guo, et al., 2022) 

Computational Cost, Communication Cost (Chen, Fang, et al., 2022) 
Consumption Of Gas, Mining Process, Difficulty, Transaction Cost Depends (Chauhan et al., 2021) 

Time Consumption (Zoughalian et al., 2022) 

Encryption Time, Energy Consumption (Singh et al., 2020) 

Communication Costs, Throughput And Stability, And Fault Tolerance  (Tan et al., 2023) 
Data Traceability/Tracking, Distribution Zone-Based Distribution, Regulatory Compliance, Smart 

Contract Design for Compliance, Transaction Cost 

(Munasinghe & Halgamuge, 

2023) 

Communication Cost,  (Crossland et al., 2023) 

Average Execution Time, Throughput, Average Latency, (Rai, 2022) 
Throughput (Pandey & Litoriya, 2021) 

Encryption And Decryption Time, Time Consumed (Preetha & Kumar, 2023) 

Throughput, Latency, And Success Rate (Average, Minimum, Maximum, And Percentile) (Mani et al., 2022) 

 

5. THE MAIN BARRIERS WHEN 

ADOPTING BLOCKCHAIN FOR 

ANTI COUNTERFEITING 
5.1 Technological Barriers 

Although BC has been used in various industries and 

fields, it is still being developed and researched. Choosing 

the best BC platform is challenging because it has not yet 

been thoroughly researched (H. Lee & Yeon, 2021; Uddin, 

2021). 

 Implementing BC may face some technical issues and 

challenges. For example, one of the most significant 

concerns regarding BC is the substantial energy demand 

associated with the block approval and update processes 

(Zoughalian et al., 2022). Another BC issue is scalability, 

which may conflict with the level of decentralization in the 

current BC deployment context (Singh et al., 2020; Yiu, 

2021a). Additionally, it is challenging to integrate IoT 

devices with BC because IoT devices generate a large 

amount of data that BC cannot handle (Singh et al., 2020). In 

addition, the limitation of the consensus algorithm in BC 

causes the consensus procedure to be slower, resulting in a 

longer delay; hence, storage and response times are 

decreased (Tan et al., 2023). The most vulnerable part of BC 

is the connection between the physical item and its electronic 

file (Naoum-Sawaya et al., 2023). As a result, technological 

barriers influence the adoption of BC (Klöckner et al., 2023).  

5.2 Organizational Barriers 
One of the first moderating factors influencing the 

adoption of BC is organizational readiness. Organizational 

readiness is typically driven by management commitment, an 
understanding of BC technology and its unique 
characteristics, its implementation and investments, and 

development strategies for counterfeit prevention. 
There are several reasons why organizations are 

hesitant to implement BC, all of which are related to 

organizational readiness. Prior research has indicated that 

industries do not fully comprehend BC technology (Danese 

et al., 2021; Gayialis et al., 2022; A. Liu et al., 2020). Indeed, 

BC is an emerging technology that has been increasingly 

implemented in supply chain operations over recent years. 

Numerous enterprises are beginning to adopt it. All the 

examined BC projects are in the pilot phase and thus involve 

a limited number of companies and products (Danese et al., 

2021). 

Besides, when integrating BC into their supply chains, 

luxury companies face several challenges, including a 

knowledge gap, various actors, and returns on investment (de 

Boissieu et al., 2021). BC infrastructure necessitates critical 

management, including networking firewalls, audits, and 

other technical safety measures (Sarkar, 2023). As a result, 

when organizations fully comprehend BC, they will be 

willing to invest in and implement BC for anti-counterfeiting 

purposes.  

Moreover, previous scholars have stated that cost is one 

of the challenges that organizations face when adopting BC 

(Bapatla et al., 2023; Munasinghe & Halgamuge, 2023; 

Wang et al., 2023). Due to the high expense, the 

manufacturer may be hesitant to improve the BC's anti-

counterfeiting level significantly (Wang et al., 2023). 

Manufacturers can strategically balance product quality and 

BC investment to combat counterfeiting (Naoum-Sawaya et 

al., 2023). As a result, organizations should consider the cost 

of BC implementation as a valuable investment for future 

development. 

5.3 Environmental Barriers 
5.3.1 Government Policies 

BC is being progressively investigated and utilized in 

various businesses and governments. The degree of BC 

acceptability and implementation varies by country. Many 

emerging countries are still in the early stages of research. 

Vietnam, for example, has announced its National Strategy 

for the Application and Development of Blockchain (BC) in 

2024, with a vision for 2030. Vietnam has not formally 

deployed any BC-based counterfeiting remedies. Similarly, 

this occurs in Thailand and Indonesia. Most previous 

research has recommended BC-based solutions to combat 

counterfeiting commodities from large economies, as 

demonstrated in Table 4. Moreover, past research has 

demonstrated that financial assistance delivers more 

beneficial outcomes than reinforcement (Pun et al., 2021; 

Wang et al., 2024). As a result, the government must develop 

regulations to stimulate research and provide financial 
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incentives for businesses to deploy BC-powered anti-

counterfeiting systems. 

5.3.2 Customer Awareness 

 As previously stated, there are two types of 

counterfeiting. It is challenging to solve non-deceptive 

counterfeiting. Customers intend to acquire these 

counterfeits. They purchased counterfeit items for various 

reasons, such as lower prices and the ability to flaunt their 

lifestyles. Consequently, BC cannot be appropriately 

implemented without consumer participation and support. 

BC requires the collaboration of various factors such as 

consumer awareness, physical supply chain, legal 

framework, extensive application, and managers' 

experiences (A. Liu et al., 2020). Additionally, the platform's 

BC implementation relies on consumers' trust (Lu et al., 

2022). As a result, it is crucial to enhance client awareness 

of counterfeiting issues. 

5.3.3 Inter-organizational Collaboration 

One of the primary barriers to BC implementation is 
the need for stakeholders to share data. Batwa & Norrman 

(2021) emphasized that trust among supply chain partners is 
a key requirement for BC adoption. Besides, BC is an 
excellent choice for supporting data exchange and 
collaboration, as it stores documents while making them 

accessible to all users (Kumarathunga, 2020). However, 
many firms, particularly those in underdeveloped nations, 
are unwilling to provide information. According to  

Msimangira & Tesha (2014), significant challenges in 
developing nations such as Tanzania include a lack of trust, 
recordkeeping concerns, and counterfeit products. Similarly, 

Kritchanchai (2014) identified problems in Thailand's supply 
chains, including a lack of openness, which makes it 
challenging to manage and identify user and item 
information. Therefore, companies must build trust and 

collaboration to foster data transparency and sharing. 

6. PROPOSING SOLUTIONS TO 

PROMOTING BLOCKCHAIN 

TECHNOLOGY ADOPTION 
This study offers practical recommendations to 

address the aforementioned barriers. 

6.1 Government Policies and Supports 
BC is a novel technology; hence, its capabilities have 

been researched. However, BC has many possible 

characteristics that can help prevent counterfeit things. BC 

protects consumers and mitigates risks such as fraud, cash 

laundering, and online threats. BC could assist in ensuring 

the national economy and security. Hence, governments 

must play a primary role in promoting the investigation and 

application of BC.  

The following are some of the duties of governments. 

Firstly, they should issue policies and regulations that offer 

clarity and stability for BC applications. As a result, 

businesses and customers are increasingly confident in 

implementing BC and undertaking BC transactions. 

Secondly, they can fund theoretical research and practical 

initiatives to assess BC's scalability, integration, and 

security. Additionally, the funding can help academics and 

businesses test BC anti-counterfeiting innovations under 

real-world circumstances. As a result, BC applications will 

be more reliable, affordable, and effective. Thirdly, they may 

invest in education projects, providing courses that promote 

BC skills and competence. They also organize and sponsor 

seminars and workshops that gather and connect scholars, 

developers, and industry leaders to explore and enhance BC 

knowledge.  

6.2  Research on Blockchain-Based Anti-

Counterfeiting Systems 
BC is well-known in the cryptocurrency field. 

However, studies using BC to prevent counterfeiting are still 

insufficient. Researchers should focus on this topic. 

Researchers should concentrate on this subject. To overcome 

technological challenges, researchers play a key part in 

studying BC. More research is needed to understand better 

BC's powers to prevent counterfeiting. They can propose and 

implement BC-based anti-counterfeiting technologies. 

Researchers and industries are the inventors who discover 

new technologies and put them into practice. Thus, 

academics collaborate with governments and technology 

companies to develop adaptive BC systems tailored to 

specific industries, enabling faster implementation for 

organizations with limited technological capabilities. 

6.3 Raising Customer Awareness 
The first and second solutions help to overcome 

technological and organizational barriers. For the third 

barrier, educating consumers about the dangers of counterfeit 

goods and the significance of BC is vital. Governments and 

corporations should hold seminars, events, programs, and 

competitions. Incorporating lessons in schools and 

universities is crucial to nurturing generations that refuse 

counterfeits. Customers who purchase counterfeit items pose 

significant societal problems, including providing funds to 

counterfeiters. Customers must take responsibility for 

fighting criminals and protecting the integrity of our nation. 

Furthermore, BC implementation may benefit purchasers by 

promoting ethical purchasing, ensuring data privacy, and 

reducing carbon footprints.  

6.4 Promoting Trust Among Stakeholders 
To properly implement BC-powered anti-

counterfeiting systems, participants must first build trust. 

There are various things they must undertake. They must 

ensure that the data exchanged with the parties involved is 

accurate and transparent. In addition, they must enter and 

validate data promptly. Besides, data must be kept 

confidential. The provided information should solely benefit 

business activities throughout the supply chain and have no 

detrimental influence on the enterprises involved. After 

establishing confidence, supply chain partners will be 

prepared to share information and facilitate the expedited 

flow of data. As a result, it encourages enterprises to utilize 

BC systems since they offer trustworthy, tamper-proof 

records. 

7. CONCLUSION 
Counterfeiting offers various consequences for 

consumers, businesses, and supply chain participants, 

including financial damages and health risks. Preventing 

such issues is crucial for protecting customers and 

businesses. This study conducted a systematic literature 

review to analyze the main barriers encountered when 

implementing BC to combat counterfeited products. The 
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research identified the key barriers to BC adoption in terms 

of technological, organizational, and environmental aspects. 

As a result, this study proposes practical solutions to promote 

the use of BC in removing counterfeit items from e-

commerce and supply chains. 

This study provides extensive details on the 

effectiveness of using BC against counterfeiting. The 

following are some potential future proposes. This study 

aimed to acquire publications from several databases. 

However, due to accessibility and time constraints, this work 

was limited to specific databases, including ScienceDirect, 

Springer, Taylor & Francis, Emerald, Wiley, and MDPI. As 

a result, future research may involve gathering data from 

different sources. It would also be interesting to extend the 

search time. Additionally, in-depth interviews with industry 

managers can be conducted to understand their concerns 

thoroughly. Moreover, online shopping continues to grow at 

a significant rate. Thus, research into integrating BC into an 

online platform is crucial for ensuring the transparency of 

online transactions, mitigating ethical concerns, and 

promoting sustainability. Furthermore, it is crucial to 

examine the factors that influence customer behavior and 

purchasing intentions for non-deceptive counterfeits. 
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